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Migrating User Profile

Summary

To minimize the possibility of losing data, please complete the following procedure. If it is not done,
there is the potential of losing access to your data and the computer.

If you have any issues, questions, or concerns with this process, please email us at
helpdesk@bcomnm.org and for help.

Prerequisites

e Local files backed up and synced to OneDrive
e Aninternet connection

Notes:

e This process will include restarting your computer so please save all files and close any
unnecessary programs before you begin.

e Once you have completed the migration, there will no need to keep the application which will
be downloaded. This can be removed by deleting the installer Profwiz.

Create local account

1. Inthe Windows 10 Cortana search box on your taskbar, type computer management. If you
don’t see the search box, simply click on the magnifying glass on the left side of your taskbar.

/O computer management
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2. Inthe search results, click the Computer Management application. This will open a new

window named Computer Management.

All Apps

Best match

L on Computer Management

| App

Search the web

£ computer management - See web

results

3. Inthe left panel of the new window, click Local Users and Groups, right-click on the Users

Documents

folder, and click New User.

A Computer Management

File Action View Help

o HE 4=

A Computer Management (Local)
v [} system Tools
@ Task Scheduler
E Event Viewer
22| Shared Folders
~ &% Local Users and Groups
| Users
| Groups
'@ Performance
;.l._ Device Manager
v 25 Storage
% Disk Management
i’i Services and Applications

Name Full Name

&; admin

&J Administrator
E.'Jciscoawpnuser ciscoacvpnuser
Eﬁ DefaultAccount

E&J Guest
&\ helpdesk
. WDAGUtility..

New User...

Refrash
Export List..

View S

Arrange lcons 0

Line up lcons

Help

Description

Built-in account for administering t..

A user account managed by Cisco A
A user account managed by the syst..
Built-in account for guest access to

A user account managed and used ...

Use
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4. Enter the following information into the New User window:
a.User name — you may want this to be unique from your current username.
b.Password & Confirm password — the password must follow complexity requirements.
It must be at least 8 characters and include three of the four following requirements:
i Lowercase letters
ii. Uppercase letters
iii. Numbers
iv.  Special Characters (symbols)
¢. Uncheck all checkboxes except for Password never expires.

New User ? X

User name: Adrian

Full name:

Description:

Password: sssssnse

Confimm password: eecceces|

User must change password at next logon
[[] User cannot change password
Password never expires
[_] Account is disabled

5. Look in the Computer Management window to confirm the new account has been created.

*'- Computer Management
|

| File Action View Help
[=ep 2 Gz HEE

& Computer Management (Local) || Name Full Name Deseription
v [} System Tools B admin
’ @ Task Scheduler !!J Administrator Built-in account for administering t..
> E Event Viewer ¥ «
’Mnan Adrian

» @@ Shared Folders

v B ool Usms ard Eroins gl ciscoacvpruser ciscoacvpnuser A user account managed by Cisco A..
Pl &] DefaultAccount Auser account managed by the syst..
@ Groups &j Guest Built-in account for guest access to .
> () performance EI helpdesk

& Device Manager B woaGuriliy.. Auser account managed and used ...
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Giving The New Account Administrative Rights

1. If you closed the Computer Management window, reopen it by using steps 1 & 2 in the

previous section.

2. Inthe Computer Management window, click Local Users and Groups, double-click Groups,
and double-click Administrators. A new window should appear called Administrators

Properties.

* Computer Management

File  Action  Veew  Help

9 n@m XO= BMm

& Computer Management Local]
w 'ﬂ System Tooks
+ () Task Scheduler
» |8 Event Viewsr
* @l Shared Folders
w B Loeal Users and Graup:
1 Users
~| Groups
» @ Perfarmance
] [anvice Manager
~ 3 Storage
o Digk Management
* B Services and Applications

Marne

#m Control Assistan..
Administrators

Eﬁadeup Operataors

ﬁ'l:r:.rpt-ugmpﬁc Oiperata.,

ﬁDwiu:e Chamars

% Distributed COM Users

ﬂE'.-mt Log Readers

ﬁﬁuesns

ﬁl—l;per—'-" Administrators

& 115 USRS

| etwork Configuration.

EPerﬂam\ance- Loy Llsers

% Ferfarmance Monitor U..

ipﬂwer Llsers

& Remate Dedktap Users

| Remate Managemert _

2 Replicator

I8 systern Managed Acea..

!‘-U:ﬁrs.

Bl Corfightgr Remate Co..

Description
Members of this group can remotel..

Administrators

hawe complete and

Backup QOperators can overmide sec.,
Mimbers are authorized to parfor.,
Members of this group can change .
Members are allowed to launch, act.
Miembers of this group can read e,
Guests have the same acoess as me..
Members of thic group hawe comgl
Built-in group wsed by Internet Infor..
Mismbeers in this group can have so..
Wembers af this groug may schedu.
Members of this group can acoess
Prvwser Users are induded for backw.
Members in this group are grared .
Members of this grous ean acoess
Eupports file replication ina demain
Members of this group are marage..
Llzers are presented from making ac

Members in this group can view an.
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3. Inthe Administrators Properties window click Add... A new window should appear called
Select Users.

Administrators Properties ? X

General

@ﬁ Administrators

Description: Administrators have complete and unrestricted access to
the computer/domain
Members:
& AD\aramirez
52, AD\Domain Admins
§| admin
& Administrator
& helpdesk
— Changes to a user's group membership
Add... Remove are not effective until the next time the

user logs on.

II' Cancel Apply Help

4. In the Select Users, Computers, Service Account, or Groups window click Locations...

Select Users, Computers, Service Accounts, or Groups X

Select this object type:

‘ Users, Service Accounts, or Groups Object Types...

From this location:

’ ad.bcomnm.org Locations...

Enter the object names to select (examples):

| Check Names
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5.

6.

The Locations window will appear. In the Locations window, select the computer’s name. It
will be the first option on the list and will have a little computer icon next to it. Click OK.

Locations X

Select the location you want to search.

Location:

ﬂ.E'-‘ BCOM-011671

-] Entire Directory
+--Z3 ad.bcomnm.org

In the Select Users window enter in the EXACT username of the new account created earlier.
If you don't, it will not be able to find the account. Click Check Names.

Select Users X

Select this object type:

Users or Built-in security principals Object Types...

From this location:
BCOM-011671 Locations...

Enter the object names to select (examples):
Adrian| Check Names
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7. If the username was entered correctly, it will list it in the box directly below Enter the object
names to select (examples): as shown below. Click OK.

Select Users X
Select this object type:

Users or Built-in security principals Object Types...
From this location:

BCOM-011671 Locations...

Enter the object names to select (examples):

BCOM-011671\Adrian| Check Names

8. Verify the account has been added to the Administrators members list in the Administrators
Properties window. Click OK.

Administrators Properties ? X

General

%Ir Administrators

Administrators have complete and unrestricted access to
the computer/domain

Description:

Members:

é) AD\aramirez

2, AD\Domain Admins
g admin

& administrator

& Adrian

& helpdesk

Changes to a user's group membership
Add... Remove are not effective until the next time the
user logs on.

OK Cancel Apply Help
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Download/Install ForensiT User Profile Wizard

1. Click on this link to download the program:
https://www.forensit.com/Downloads/Profwiz.msi

2. Once the file is downloaded, run the installer Profwiz. If you did not configure your web
browser to put it somewhere else, it should be in your Downloads folder.

3| v < | Downloads -
% cut ) New item ~ Open - [FH selectall
b 4 [] X =] : v
W\ Copy path || Easy access ¥ Edit Select none

Pinto Quick Copy Paste Move Copy Delete Rename New Properties a .
accoss [#] Paste shortcut e - - > o History @ Invert selection
Clipboard Organize New Open Select
« v 1 & > ThisPC > Downloads MR
~ O Name Date modified Type Size
v 5 Quick access
v Today (3
m Desktop » oday (3)
) . , .
R ooz 72 Profwiz 5/19/2020 4:50 PM Windows Installer . 1,196 K8
m Installing the Printer (macOS) 5/19/2020 8:50 AM Adobe Acrobat D.. 828 KB
: Documents
m Installing the Printer (PC) 5/19/2020 8:48 AM Adobe Acrobat D. 206 KB

3. Click on the radial button, which corresponds with | accept the terms in the License
Agreement and then click on Install.

ForensiT User Profile Wizard Personal Edition Setup X

End-User License Agreement

Please read the following license agreement carefully

END-USER LICENSE AGREEMENT

IMPORTANT - READ CAREFULLY: This End-User License
Agreement ("EULA") is a legal agreement between you (an

individual or a single entity) and ForensiT for the ForensiT User

Profile Wizard software later referred to as the 'SOFTWARE'. By
installing, copying, or otherwise using the SOFTWARE, you agree

to be bound by the terms of this EULA. If you do not agree to the
terms of this EULA. do not install or use the SOFTWARE. v

(® 1 accept the terms in the License Agreement

(O1 do not accept the terms in the License Agreement

< Back Install

Advanced Instal...


https://www.forensit.com/Downloads/Profwiz.msi
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4. Make sure the Launch User Profile Wizard Personal Edition checkbox is checked and click
Finish.

# ForensiT User Profile Wizard Personal Edition Setup X

- ForensiT User Profile

Wizard Personal Edition

Profwiz.exe has been extracted to C:\ ...\Downloads\
Click the "Finish" button to exit the Setup Wizard.

Download User Guide

Launch User Profile Wizard Personal Edition

o [ ] G

5. A User Account Control windows may appear asking if you want to allow ForensiT to make
changes to your device. Click Yes.

@ ForensiT User Profile Wizard

Verified publisher: ForensiT Limited
File origin: Hard drive on this computer

Show more details
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6. On the Welcome to the User Profile Wizard, click Next.

User Profile Wizard X

Welcome to the User Profile
Wizard

This wizard helps you to migrate an existing User Profile so
that it can be used by another User account.

To continue, click Next.

. Donate

, FORENSIT

T e

7. Select your BCOM account (AD\firstname.lastname) and click Next.

User Profile Wizard X
Select a User Profile
Select the User Profile that you want to migrate.

Profiles stored on the computer:

Name Profile Path
Q BCOM-011671\admin C:\Users\admin
QAD \cagnew C:\Users\cagnew

AD\aramirez C:\Users\aramirez

Disable Account [J Show Unassigned Profiles

Delete Account
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8. Click the drop-down arrow and select your computer’s name. You should have two choices
and the AD choice is NOT the correct one.

User Profile Wizard X

User Account Information
Specify the domain and account name for the user you would like to use the
profile.

Enter the domain, or select the local computer name:
BCOM-011671

AD
BCOM-011671

Enter the account name:

[ Set as default logon

9. Enterin the EXACT username of the new account created earlier otherwise the program will
not work. Make sure the following checkboxes are checked and then click Next.
a. Join Workgroup
b. Set as default logon

User Profile Wizard X

User Account Information
Specify the domain and account name for the user you would like to use the
profile.

Enter the domain, or select the local computer name:
BCOM-011671 v

JoinDomain ] Join Workgroup

Enter the account name:
IAdrian

Set as default logon
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10. The migrating process will begin and may take a bit of time depending on the amount of data
in your profile. Click on Next when it becomes available.

User Profile Wizard x

Migrating Profile
The User Profile is being migrated.

The migration process may take some time. Please wail.

Getting Domain 510... Done. "
SID is 5-1-5-21-3436770661-22181299-760981002-18343

Checking for roaming profile..Done.

No roaming profile path set.

Processing UWP Apps... Dane.

Setting Registiy 4CLs.. Done.

Set Registry ACLs in 2 956 seconds.

Closing Apps... Done

Setting Profile ACL..] v

Save Log.

11. Once migration is complete, click Finish. Your computer should ask you to restart shortly
after.

User Profile Wizard X

‘ Congratulations!

#

The migration was successful.

BCOM-011671\adrian’s profile will be used by account
aramirez when the user next logs onto this machine.

Copyright © ForensiT Limited 2002-2019. All rights reserved.
This software was built in England.

<Bock | Cancel

12. Once the machine finishes restarting, log into to the newly created account. All your data
should have transferred over.
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